
Trust & Transparency In 
Online Lending 

T H I S   P R E S E N T A T I O N   C O N T A I N S   C O N F I D E N T I A L   I N F O R M A T I ON  - D O  N O T  D I S T R IB U T E



Fragmented Lending Ecosystem



Complex Supply-Chain = Opportunity for Fraudsters

Lender Lead 
Aggregator

Affiliate 
Network
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So how does lead fraud work?



Fraud in the 
Lending World

Step 1: Stolen or Recycled Data



Fraud in the 
Lending World

Step 2: Obfuscate Devices / Connections



Fraud in the 
Lending World

Step 3: Run a Successful Fraud Operation



How does Forensiq detect this?



Fraud in the 
Lending World

First and foremost...



Fraud in the 
Lending World

Two Pronged Approach

Device 
Characteristics

Connection 
Characteristics



How can you use Forensiq to stop 
lead fraud?



Utilize one of our 
Partner 
Integrations +



How does this integration work? 

1.
Issue certificate 
on form

2.
Capture certificate 
as data field

3.
Claim certificate via 
API call

4.
Forensiq is fed data 
and builds fraud 
scores



Fraud in the 
Lending World

Forensiq Methodology

Reason Code Explanation

IP Reputation ● We’ve seen this IP before on other clients 
campaigns showing signs of fraud

Device Reputation ● Proprietary device fingerprinting to identify when 
the same computer is identity masking

Proxy ● Identify users that are diverting their IP address 
through a proxy

User-Agent Spoofing ● Indicates that the user is mis-reporting the device 
their browsing on via UA spoofing

Hosting Provider ● The users internet connection is coming from a 
data center which implies botnet activity



Lender Benefits



Fraud Detection Produces Results for Lenders



Fraud Detection Produces Results for Lenders



Real time proactive 
fraud protection. 

Increase campaign 
ROI via traffic 

quality insights.

Reduce payment 
defaults.

Ensure TCPA and 
FCRA compliance.

Benefits for 
Lenders



Thank You
We Look Forward to Partnering With You.


	Slide Number 1
	Slide Number 2
	Complex Supply-Chain = Opportunity for Fraudsters
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	How does this integration work? 
	Slide Number 14
	Slide Number 15
	Fraud Detection Produces Results for Lenders
	Fraud Detection Produces Results for Lenders
	Slide Number 18
	Slide Number 19

