


Fragmented Lending Ecosystem



Complex Supply-Chain = Opportunity for Fraudsters
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So how does lead fraud work?



Step 1: Stolen or Recycled Data
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Step 2: Obfuscate Devices / Connections
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Step 3: Run a Successful Fraud Operation

[] - - M N o
I P Address Session id ISP Browser as User Agent
184.170.75.167 63628689 SHENTEL SERVICE COMPANY Firefox Beta windows 8 Mozilla/5.0 (Windows NT 6.2; rnv:15.0) Gecko,
108.15.200.129 BE3613115  VERIZON INTERMNET SERVICES Firefox Windows 7 Mozilla/5.0 (Windows NT 6.1; WOWE4; rv:10
24.52.67.43 63602822 BUCKEYE CABLEVISION Firefox Linix Maazilla/5.0 (X11; U; Linux i686; en-US; rv:L.8.
70.245.189.193 63602117  ATAT INTERMET SERVICES Safari Symbian®3 Mazilla/5.0 [Symbian/3; Series60,/5.2 NokiaX7
174.107.162.28 § 63626455 ROAD RUNMNER Firefox Windows 8 Mozilla/5.0 (Windows NT 5.2; rv:19.0) Gecko,
198.228.228.44 863607365 ATAET WIRELESS Firefox Mozilla/5.0 (Windows NT 6.1; WOWE4; rv:19.
68.51.119.187 63627719 COMCAST CABLE Opera Opera/9.80 (Windows NT 6.1; U; es-ES) Prestd
63600048 OPTIMUM OMNLINE Chrome Maozilla/5.0 (Windows NT 5.1) AppleWebKit/5
63574838 ATAT U-VERSE Opera ra,/3.80 [Macintosh; Intel Mac 05 X 10.6.8
63579808 ATAT U-VERSE Firefosx .0 [X11; Ubuntu; Linux i6BS; rv:15.0)
597618 FRONTIER COMMUNICATIOMNS Chrome indows NT 5.1; WOWE4) Apple
VENTURE COMMUMNICATIONS Firefox Window NT 5.1; WOWGE4; rv:10
USE INTERMET ACCESS Chrome Windows 7 .1; WOWE4) Apple
ENTURY LIMK Chrome Windows 7
76.105.166.15 COMCAST CABLE SeaMonkey Linux X
76.5.112.170 EMBARC CORPORATION Chrome Windows 7 Maozilla/5.0 (Wi it/
71.61.43.232 COMCAST CABLE Firefox Linux Moazilla/5.0 (X11; Lin oy
97.79.197.162 ROAD RUNMER Firefox Linux Mozilla/5.0 (X11; oy
70.124.37.23 ROAD RUMMER Firefox Linux Mezilla/S.0 [X11; Linux i686; rv:16. eckoy:
71.41.43.130 63271776 ROAD RUMMER Kongueror Kubuntu Maozilla/5.0 (compatible; Konqueror/4.4; Linu
69.68.32.234 63147771 EMBARC CORPORATION Chrome Windows 7 Mozilla/5.0 (Windows NT 6.1; WOWE4) Appl
96.37.205.251 63221037 CHARTER COMMUNICATIONS Firefox Beta Windows 7 Mazilla/5.0 (Windows NT 6.1) AppleWebKit /"
71.195.34.76 63355373 COMCAST CABLE Other Debian Mozilla/5.0 (X11; U; Linux xB5_54; en-US; nv:
76.115.115.182 863293253 COMUCAST CABLE Firefox [Namorok NetB5D Mozilla/5.0 (X11; U; NetBSD amdé4; en-US;
173.174.52.167 ROAD RUMMER Chrome Windows 7 Maozilla/5.0 (Windows NT 6.1; WOWE4) Appl
174.109.53.153 ROAD RUNMER Kongueror Slackware Maozilla/5.0 (compatible; Kongueror/4.2; Linu
99.26.209.124 ATET U-VERSE Other MacOS X Tunes/4.2 (Macintosh; U; PPC Mac 05 X 10.2
50.195.121.25 COMCAST CABLE Firefox Mac OS5 X Mazilla/5.0 (Macintash; Intel Mac OS X 10.8;
69.203.134.5 ROAD RUNMER Safari Linux Mozilla/5.0 (X11; Linux i686) AppleWebKit/S
71.74.148.230 B63307827 ROAD RUNMER Firefox Mac OS5 X Moazilla/5.0 (Macintosh; Intel Mac OS5 X 10.8;




How does Forensiq detect this?



First and foremost...
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Two Pronged Approach

Fraud in the ﬁ
Lending World +

Device Connection
Characteristics Characteristics




How can you use Forensiq to stop
lead fraud?



3 TrustedForm

by ActiveProspect

Utilize one of our
Partner
Integrations +

(®) forensiq

by Impact




How does this integration work?

©)

DS SE O

Fill out form below to learn more
Amy M. Smith

amy@example.com

7.
Issue certificate
on form

Name Amy Smith

Email amy@example.com

Phone 512-298-0978

TrustedForm :
Certificate https://cert.trustedform.com/f886071...

2.
Capture certificate
as data field

@ TrustedForm

3.
Claim certificate via
API call

4.

Forensiq is fed data
and builds fraud
scores
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Forensiq Methodology

IP Reputation

Device Reputation

Proxy

User-Agent Spoofing

Hosting Provider

We’ve seen this IP before on other clients
campaigns showing signs of fraud

Proprietary device fingerprinting to identify when
the same computer is identity masking

Identify users that are diverting their IP address
through a proxy

Indicates that the user is mis-reporting the device
their browsing on via UA spoofing

The users internet connection is coming from a
data center which implies botnet activity



Lender Benefits



Funded

Fraud Detection Produces Results for Lenders

25.00%

20.00%

15.00%

10.00%
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0.00%

Low Risk

Risk vs Funded

Suspect

High Risk



Fraud Detection Produces Results for Lenders

Aggregate Risk by Sub Affiliate vs Funded

25.00%
20.00%

15.00%

Funded

10.00%

5.00% —

0.00%

10% 20% 30% 40% 50%

Aggregate Risk



Benefits for
Lenders

Increase campaign
ROI via traffic
qguality insights.

Real time proactive
fraud protection.

(@) forensiq

by Impact

Reduce payment Ensure TCPA and
defaults. FCRA compliance.
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Thank You

We Look Forward to Partnering With You.
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